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Transport Layer: Overview

Ourgoal: = learnabout Internet transport layer
protocols:

« UDP:connectionless transport

e TCP:connection-orientedreliable
transport

« TCP congestion control

= understand principles behind
transport layer services:

« multiplexing,
demultiplexing

e reliable data transfer
e flow control
e congestion control
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Transport Layer: Roadmap aof2)

= Transport-layerservices

= Multiplexing and demultiplexing
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Principles of reliable data transfer

= Connection-oriented transport: TCP

Principles of congestion control

= TCP congestion control
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Transport Services and Protocols

provide logical communication between
application processesrunning on different
hosts

transport protocols actionsin end systems:

« sender: breaks application messages
into segments, passes to network layer

* receiver.reassembles segmentsinto
messages, passes to applicationlayer

two transport protocols available to Internet
applications

- TCP,UDP

application

transport

W network J
| _data lind
; national or global ISP

local or
regiona)/ISP

home network

enterprise
network
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Transport vs Network Layer Services and

Protocols o2
household analogy:

12 kids in Ann’s house sending letters
to 12 kids in Bill's house:

= hosts = houses
= processes =kids

= app messages = lettersin
envelopes

= transport protocol = Ann and Bill
who demux to in-house siblings

ST '515".,54“’,:;;’“;.z°:‘;"m:m:’mm | = network-layer protocol = postal
*  She gave them some milk and nice butter bread,

Shek ed them all d and he bed. . .
iss em rour:‘an put them to } SerVICe

S AF
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Transport vs Network Layer Services and
Protocols o2

= transport layer: household analogy:
communication between
processes

* relies on, enhances,
network layer services

12 kids in Ann’s house sending
lettersto 12 kids in Bill’s house:

= hosts = houses

= processes = kids

» network layer: communication = app messages =lettersin
between hosts envelopes

= transport protocol = Annand Bill
who demux to in-house siblings

= network-layer protocol = postal
service
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Transport Layer Actions qof2)

Sender:

= ispassedanapplication-layer message

= determines segment header fields values
= creates segment

= passessegmenttolP

application apjlapp. msg
transport L[ T, [app.msg |
network (IP) network (IP)
link link
physical physical
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Transport Layer Actions 2of2)

Receiver:

receives segment from P

checks headervalues

extracts application-layer message

demultiplexes message up to application via socket

application

[

O

network (IP)
link

@ T, [app. msg
\

application

transport

network (IP)
link
physical
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Two Principal Internet Transport Protocols

= TCP: Transmission Control Protocol
* reliable,in-orderdelivery
e congestion control
» flow control
e connectionsetup

= UDP: User Datagram Protocol egions}ép
 unreliable, unordered delivery FREE HEtiTk
* no-frills extension of “best-effort” IP

= servicesnot available:
- delay guarantees |
« bandwidth guarantees " Retwork

data link
physical
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Chapter 3: Roadmap aof7)

= Transport-layerservices
= Multiplexing and demultiplexing

= Connectionless transport: UDP

Principles of reliable data transfer

= Connection-oriented transport: TCP

Principles of congestion control
= TCP congestion control

= Evolution of transport-layer
functionality
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Multiplexing/Demultiplexing gof7)

— multiplexing as sender:

handle data from multiple
sockets, add transport header
(later used for demultiplexing)

— demultiplexing as receiver: —

use header info to deliver
received segments to correct
socket

application

ul |4 s
tranlslport
net\:nZork
link

physical

4

pm—
application socket

O process

transport

net'vslork

link
1

phyéical
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Multiplexing/Demultiplexing @of7)

HTTP server
client
application application
HTTP ms

NETFLIX Q/ H__HTTP msg Q

transport H,H; HTTP msg transport

H.H, HTTP msg link | network

link physical link
[ ! physical physical

<«— |H, H, HTTP msg

Transport Layer: 3-12



Multiplexing/Demultiplexing zot7)

&.how did transport layer know to deliver message to Firefox
browser processrather then Netflix process or Skype

process?

o

client
s application
NETFLIX

-

transport

network
link

physical

APACHE

HTTP SERVER
HTTP msg

H, HTTP msg

network
link

physical

application

e

transport

network

link

physical

E

Transport Layer: 3-13



Multiplexing/Demultiplexing of7)
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de- multiplexing



Multiplexing/Demultiplexing ot7)

8 9.
e :\_ J_ _ /j _app Ilc_a_t_io n
@ transport

de-multiplexing
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Multiplexing/Demultiplexing of7)
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Multiplexing/Demultiplexing ¢ of7)

e 9 ..

I :\4_ l_ _ ;/ _app Iic_a_t_io n
O transport

multiplexing
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How Demultiplexing Works

= hostreceives |P datagrams ) 32 bits

«

v

« eachdatagramhassource IP
address, destination IP
address

e eachdatagramcarriesone
transport-layer segment

dest port #

source port

other header fields

« eachsegment has source, application
destination port number data
= hostuses IP addresses & port (payload)
numbers to direct segment to
appropriate socket

TCP/UDP segment format
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Connectionless Demultiplexing

Recall: whenreceiving host receives UDP

= when creating socket, must specify segment.

host-local port #: - checks destinationport #in segment
DatagramSocket mySockell] = - directs UDP segment to socket with
new DatagramSocke that port #

\
= when creating datagram to send
into UDP socket, must specify IP/UDP datagrams with same dest. port #,

but different source |IP addresses and/or
source portnumbers willbe directed to
same socket atreceiving host

« destination|P address
« destinationport #
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Connectionless Demultiplexing: an Example

mySocket =
socket (AF_INET, SOCK DGRAM)

mySocket.bind (myaddr,b 6428) ;

mySocket =
socket (AF_INET, SOCK_DGRAM)

mySocket.bind (myaddr, 9157) ;

mySocket =
socket (AF_INET, SOCK DGRAM)

mySocket.bind (myaddr,h5775) ;

application
application @ application
SN
transport
trar;siport n'et:wlo'rk tran:s;::Jort
ne?york an neﬁﬁ?rk
: link physical "?5
[ z physical physical D
source port: 6428 source port: ?
: dest port: 9157 ] dest port: ?
source port: 9157 source port: ?
dest port: 6428 dest port: ?
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Connection-Oriented Demultiplexing

= TCP socketidentified by 4- = servermay support many
tuple: simultaneous TCP sockets:
« source |P address « eachsocketidentified by its
« source port number own4-tuple
. dest|P address « eachsocketassociatedwitha

. dest port number different connecting client

» demux; receiveruses all four
values (4-tuple) to direct
segment to appropriate socket
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Connection-Oriented Demultiplexing: Example

= f APACHE

HTTP SERVER
application - - - application
e
| Jal o In—s
transport transport
net\:Nork network
|ipk link
‘ physical H cerver: IP physical &
e address B >
]
host: IP source IP,port: B,80 agé):(:;lPC

dest IP,port: A,9157

source IP,pog
dest IP ort B,80

address A

source B 775
dest IR port B 80
source [P pers 9157

dest If,port: B,80

Three segments, all destined to IP address: B, destport: 80 are
demultiplexed to different sockets
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Summary

= Multiplexing, demultiplexing: based onsegment, datagram headerfield
values

= UDP: demultiplexing using destination port number (only)

» TCP: demultiplexing using 4-tuple: source and destination IP addresses,
and port numbers

= Multiplexing/demultiplexing happen at all layers

Transport Layer: 3-25
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