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Chapter 3: Roadmap @of7)

= Transport-layer services
Multiplexing and demultiplexing
Connectionless transport: UDP
Principles of reliable data transfer
Connection-oriented transport: TCP

« segment structure

 reliable data transfer

« flow control

e connectionmanagement
Principles of congestion control
TCP congestion control
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TCP: Overview RFCs: 793,1122,2018, 5681, 7323

= point-to-point: = cumulative ACKs
* one sender,onereceiver = pipelining:

« TCPcongestionandflow
control setwindow size

= connhection-oriented:

= reliable, in-order byte steam:
* NO “message boundaries”

= fullduplex data: » handshaking (exchange of
 bi-directional dataflowin control messages) initializes
same connection sender, receiver state before
« MSS: maximum segment size data exchange

= flow controlled:

 senderwillnotoverwhelm
receiver

Transport Layer: 3-77



TCP Segment Structure

< 32 bits

source port # dest port #
sequence number

segment seq #: counting

bytes of data into bytestream
(not segments!)

ACK: seq # of next expected
byte; A bit: this is an ACK ~~—]

——acknowledgement number

\~

length (of TCP header) head| notIcle|ulAlP[R|s|F| receive window

| —t—

Internet checksum < checksdm Urg data pointer

flow control: # bytes
receiver willing to accept

tions (variable length
C, E: congestion notification e gth)

TCP options //

application
RST, SYN, FIN: connection data

management (variable length)

data sent by
application into
TCP socket
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TCP Sequence Numbers, ACKS qof2)

Seguence numbers:

* byte stream “number” of first bytein
segment’s data

Acknowledgements:
- seq # of next byte expectedfromother
side
« cumulative ACK

Q: howreceiverhandles out-of-order
segments

« A:TCPspecdoesn’tsay, -upto
implementor

outgoing segment from sender

source port # dest port #
sequence number ’

acknowledgement number
| | rwnd
checksum urg pointer
window s

N

HIIIIIIIIIﬂ]ﬂﬂﬂﬂﬂﬂlﬂllllllﬂﬂﬂﬂﬂﬂﬂﬂﬂ

sender sequernce number space

sent sent, not- usable not

ACKed yet ACKed but not usable

(in-flight)  yet sent

source port # | dest port #

sequence number

A rwnd

acknowledgement number

checksum urg pointer

putgoing segment from receiver
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TCP Sequence Numbers, ACKS 20f2)

Host A
oS q " Host B
. 4 \f

£42, k=79, data = ‘C
d& host ACKs receipt

of ‘C’, echoes back ‘C’
Seq A\CK Jata= ‘C’
host ACKs receipt @
of echoed ‘C’
\Seq -43, AC

simple telnet scenario

User types ‘C’
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TCP Round Trip Time, Timeout qof3)

Q: howtoset TCP timeout value? Q: howtoestimate RTT?

= l[ongerthan RTT, but RTT varies! = SampleRTT: measuredtime from

» too short: premature timeout, segment transmissionuntil ACK

_ receipt
unnecessary retransmissions

| * ignoreretransmissions
= toolong: slowreactionto

segment loss " SamgleRTT Wllluvary, want estimated
RTT “smoother

« average severalrecent

measurements, not just current
SampleRTT
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TCP Round Trip Time, Timeout ¢of3)

EstimatedRTT = (1-a) * EstimatedRTT + o*SampleRTT

= exponential weighted moving average (EWMA)

= influence of past sample decreases exponentially fast

- 1 . _ 350 -
typ|Ca| Value' o= O ) 125 RTT: gaia.cs.umass.edu to fantasia.eurecom.fr.

/(-n\ 300

o

c

; I

% 250 K I K A

= R TR

Ezoo Y WY %) Ao‘ &tvv¢ L]
& sampleRTT
B EstimatedRTT

8 15 22 29 36 43 50 57 64 71 78 85 92 99 106

time (seconds)
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TCP Round Trip Time, Timeout zorf3)

" timeout interval: EstimatedRTT plus “safety margin”
* large variation in EstimatedRTT: want a larger safety margin

TimeoutInterval = EstimatedRTT + 4*DevRTT

eStimaIted RTT “SafetyIm argin”

" DevRTT: EWMA of SampleRTT deviation from EstimatedRTT:

DevRTT = (1-fB) *DevRTT + [*|SampleRTT-EstimatedRTT |

(typically, B =0.25)

* Check out the online interactive exercises for more examples:
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http://gaia.cs.umass.edu/kurose_ross/interactive/

TCP Sender (Simplified) qor2)

event: datareceived from event: timeout
application = retransmit segment that
» create segment with seq # caused timeout

. = restart timer
= seq #is byte-streamnumber of

first data byte in segment event: ACKreceived

= starttimerif notalreadyrunning " ITACKacknowledges
+ think of timer as for oldest previously unACKed segments

unACKed segment  updatewhatis knownto be

L | ACKed
« expirationinterval: | | |
TimeOutInterval e starttimerif there are still

unACKed segments
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TCP Receiver: ACK Generation [rrcsss

Event at receiver | TCP receiver action
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Host A

] F

Seq=92, 8 bytes of data

x/

—— timeout —*

Seq=92, 8 bytes of data

ACK=100

/

lost ACK scenario

-
ACK=100

/

Host B

>

H

TCP: Retransmission Scenarios aof2

ost A

e

SendBase=92

SendBase=100
SendBase=120

SendBase=120

U
/

—— timeout ——

Seq=92, 8 bytes of data

\

Seq=100, 20 bytes of dat

ACK=10/

ACK=120

/

Seq=92, 8

ACK=120

bytes of data\

Host B

g

send cumulative
ACK for 120

\

premature timeout
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TCP: Retransmission Scenarios of2)

Seq=92, 8 bytes of data

/
/

Seq=100, 20 bytes of data-

ACK=100
X
ACK=120

%

\

Seq=120, 15 bytes of data

[

cumulative ACK covers
for earlier lost ACK
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TCP Fast Retransmit

TCP fast retransmit

If senderreceives 3 additional ACKs
forsame data (“triple duplicate ACK
s”), resend uUnACKed segment with
smallest seq #

= |ikely that unACKed segment
lost, sodon’t wait for timeout

‘( )Receipt of three duplicate ACKs
indicates 3 segments received
after a missing segment — lost

segment is likely. So retransmit!

timeout

T5eq=100, 20 bytes of data
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Chapter 3: Roadmap ;of7)

= Transport-layer services
Multiplexing and demultiplexing
Connectionless transport: UDP
Principles of reliable data transfer
Connection-oriented transport: TCP

« segment structure

 reliable data transfer

« flow control

e connectionmanagement
Principles of congestion control
TCP congestion control

Transport Layer: 3-90



TCP Flow Control aofe)

&.What happens if network
layer delivers data faster than
applicationlayerremoves
data from socket buffers?

Application removing
data from TCP socket
buffers

Network layer
delivering IP datagram

payload into TCP |

socket buffers

application

TCP socket
receiver buffers

I
from sender

receiver protocol stack
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TCP Flow Control 2of¢)

&.What happens if network
layer delivers data faster than
applicationlayerremoves
data from socket buffers?

Application removing
data from TCP socket
buffers

Network layer

delivering IP datagram |

payload into TCP
socket buffers

application

TCP socket
receiver buffers

|
from sender

receiver protocol stack
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TCP Flow Control zofs)

&.What happens if network
layer delivers data faster than Application removing

applicationlayerremoves data from TCP socket

buff
data from socket buffers? e TCP socket

receiver buffers

application

receive window flow control: # bytes

receiver willing to accept

|
from sender |

receiver protocol stack
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TCP Flow Control of¢)

&.What happens if network

application

|ayer delivers data faster than Application removing |
application layerremovesdata ~ “fomTeF socket
from socket buffers?

flow control

receiver controls sender, so
senderwon’t overflowreceiver’s

buffer by transmitting too much, = =S p
I \\y“’
too fast .

from sender |

receiver protocol stack
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TCP Flow Control sof¢)

» TCPreceiver “advertises” free buffer
space in rwndfieldin TCP header
e RevBuffer size setviasocket
options (typical defaultis 4096
bytes)

* many operating systems auto-
adjustRecvBuffer

» sender limits amount of unACKed
(“in-flight”) datatoreceived rwnd

= guaranteesreceive bufferwill not
overflow

to application process

1
RcvBuffer buffered data
rwn‘f free buffer space

1

TCP segment payloads

TCP receiver-side buffering
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TCP Flow Control ¢ofs)

= TCPreceiver “advertises” free buffer
space in rwndfieldin TCP header
 RevBuffer Size setviasocket
options (typical defaultis 4096
bytes)

+ many operating systems auto-
adjustRcvBuffer

» senderlimits amount of unACKed
(“in-flight”) datatoreceived rwnd

= guaranteesreceive bufferwill not
overflow

flow control: # bytes receiver willing to accept

Y

\ . .
receive window

TCP segment format

Transport Layer: 3-96



TCP Connection Management

before exchanging data, sender/receiver “handshake”:

= agree to establish connection (each knowing the other willing to establish
connection)

= agree onconnection parameters(e.g., starting seq #s)

application application
a._m | a_n

connection state: ESTAB
connection variables:
seq # client-to-server
server-to-client
rcvBuffer Size rcvBuffer size

at server,client at server,client
N/ network

:‘ / network Eﬂ
- 5 | |

Socket clientSocket = Socket connectionSocket =
newSocket ("hostname", "port number") ; welcomeSocket.accept() ;

connection state: ESTAB
connection Variables:

seq # client-to-server

server-to-client
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Agreeing to Establish a Connection

2-way handshake:

s

—
Let’s talk =
_——9 ESTAB

0K
ESTAB &

\

choose x

ESTAB &

@.will 2-way handshake always work

in network?

= variable delays

= retransmitted messages (e.q.
reg_conn(x)) due to message loss

= messagereordering

= can’t “see” otherside

Transport Layer: 3-98



2-way Handshake Scenarios nof3)
I B

choose x
\req_conn(>_<L‘

% ESTAB

acc_conn(x)

ESTAB '{

data(x+1)
ACK(x+1
L —ACK(x+1]
o[ connection o
X completes

No iroblem!
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2-way Handshake Scenarios of3)

2 B

choose x

retransmit
req_conn(x)

ESTAB

client
terminates

\req_conn(&

acc_conn(x)

A

req_conn(Xx)

- connection
x completes

R ESTAB

server
forgets x

ESTAB

m Problem: half open
connection! (no client)
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2-way Handshake Scenarios zot3)

g B

choose x
req_conn(x)
ESTAB
retransmit acc_conn(x)
req_conn(x) =
ESTAB
data(x+1) accept
retransmit ey
data(x+1) -
connection
client eaopletes oslver
terminates forgets x

'req\_conn(x)
\ \n ESTAB

data(x+1)___ accept
data(x+1)

Problem: dup data
accepted!
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TCP 3-Way Handshake

Client state
clientSocket = socket(AF_INET, SOCK_STREAM)
LISTEN

clientSocket.connect((serverName, serverPort)) q
e

choose init seq num, x

! send TCP SYN msg
SYNSENT

v received SYNACK(x)

ESTAB indicates server is live;

send ACK for SYNACK;
this segment may contain
client-to-server data

‘---~

SYNbit=1, Seq=x

SYNbit=1, Seq=y
ACKbit=1; ACKnum=x+1

/\

ACKbit=1, ACKnum=y+1
\

Server state

serverSocket = socket(AF_INET, SOCK_STREAM)
serverSocket.bind((’’,serverPort))
serverSocket.listen(1)

connectionSocket, addr = serverSocket.accept()

LISTEN
choose init seq num, y
send TCP SYNACK
msg, acking SYN SYN RCVD
received ACK(y)
indicates client is live L.
ESTAB
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A Human 3-Way Handshake Protocol

.w;i
Ll. On belay?

| e
s )
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Closing a TCP Connection qof2

= client, server each close their side of connection
« send TCP segmentwith FIN bit =1

= respondtoreceived FIN with ACK
« onreceivingFIN, ACK can be combined with own FIN

= simultaneous FIN exchanges can be handled
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Closing a TCP Connection @of2)

client state
ESTAB

clientSocket.close ()
A

FINLWAIT_l can no longer
send but can
receive data

FIN 'WAIT 2 wait for server
T - close
TIMED WAIT —‘
timed wait
for 2*max

segment lifetime

CLOSED i

—

N/

T H

FINbit=1, seq=x

- /
ACKbit=1; ACKnum=x+1

FINbit=1, seq=y

\
ACKbit=1; ACKnum=y+1
~—

server state

can still
send data

can no longer
send data

ESTAB

CLOSE_WAIT

v

LAST_ACK

CLOSED
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