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Chapter 3: Roadmap (2 of 7)

▪ Transport-layer services

▪ Multiplexing and demultiplexing

▪ Connectionless transport: U D P

▪ Principles of reliable data transfer 

▪ Connection-oriented transport: T C P

▪ Principles of congestion control

▪ T C P congestion control

▪ Evolution of transport-layer 
functionality



Transport Layer :  3 - 28

U D P: User Datagram Protocol (1 of 2)

▪ “no frills,” “bare bones” Internet 
transport protocol

▪ “best effort” service, U  D P 
segments may be:
• lost
• delivered out-of-order to app

▪ connectionless:
• no handshaking between U D P 

sender, receiver
• each U D P segment handled 

independently of others

Why is there a U D P?
▪ no connection establishment 

(which can add R T T delay)
▪ simple: no connection state at 

sender, receiver
▪ small header size
▪ no congestion control

▪ U D P can blast away as fast 
as desired!

▪ can function in the face of 
congestion
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U D P: User Datagram Protocol (2 of 2)

▪ U D P use:
▪ streaming multimedia apps (loss tolerant, rate sensitive)
▪ D N S
▪ H T T P/3

▪ if reliable transfer needed over U D P (e.g., H T T P/3): 
▪ add needed reliability at application layer
▪ add congestion control at application layer
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U D P: User Datagram Protocol [R F C 768]
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U D P: Transport Layer Actions (1 of 3)
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U D P: Transport Layer Actions (2 of 3)

U D P sender actions:
▪ is passed an application-layer message
▪ determines U D P segment header fields values
▪ creates U D P segment
▪ passes segment to I P
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U D P: Transport Layer Actions (3 of 3)

U D P receiver actions:
▪ receives segment from I P
▪ checks U D P checksum header value
▪ extracts application-layer message
▪ demultiplexes message up to application via socket
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U D P Segment Header
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U D P Checksum
Goal: detect errors (i.e., flipped bits) in transmitted segment



Transport Layer :  3 - 36

Internet Checksum
Goal: detect errors (i.e., flipped bits) in transmitted segment

sender:
▪ treat contents of U D P segment 

(including U D P header fields 
and IP addresses) as sequence 
of 16-bit integers

▪ checksum: addition (one’s 
complement sum) of segment 
content

▪ checksum value put into U D P 
checksum field

receiver:

▪ compute checksum of received 
segment

▪ check if computed checksum 
equals checksum field value:
• not equal - error detected
• equal - no error detected. But 

maybe errors nonetheless? 
More later ….
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Internet Checksum: an Example
example: add two 16-bit integers

Note: when adding numbers, a carryout from the most significant bit needs to be added to 
the result
* Check out the online interactive exercises for more examples:

http://gaia.cs.umass.edu/kurose_ross/interactive/

http://gaia.cs.umass.edu/kurose_ross/interactive/
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Internet Checksum: Weak Protection!
example: add two 16-bit integers
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Summary: U D P
▪ “no frills” protocol: 

• segments may be lost, delivered out of order
• best effort service: “send and hope for the best”

▪ U D P has its plusses:
• no setup/handshaking needed (no R T T incurred)
• can function when network service is compromised
• helps with reliability (checksum)

▪ build additional functionality on top of U D P in application layer 
(e.g., H T T P/3)
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Chapter 3: Roadmap (3 of 7)

▪ Transport-layer services

▪ Multiplexing and demultiplexing

▪ Connectionless transport: U D P

▪ Principles of reliable data transfer 

▪ Connection-oriented transport: T C P

▪ Principles of congestion control

▪ T C P congestion control

▪ Evolution of transport-layer 
functionality
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Principles of Reliable Data Transfer (1 of 4)

reliable service abstraction
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Principles of Reliable Data Transfer (2 of 4)

reliable service implementation
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Principles of Reliable Data Transfer (3 of 4)

Complexity of reliable 
data transfer protocol 
will depend (strongly) on 
characteristics of 
unreliable channel (lose, 
corrupt, reorder data?) reliable service implementation
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Principles of Reliable Data Transfer (4 of 4)

Sender, receiver do not know 
the “state” of each other, e.g., 
was a message received?
▪ unless communicated via a 

message

reliable service implementation
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Reliable Data Transfer Protocol (r d t): Interfaces
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Reliable Data Transfer: Getting Started
We will:

▪ incrementally develop sender, receiver sides of reliable data transfer protocol (r d t)

▪ consider only unidirectional data transfer
• but control info will flow in both directions!

▪ use finite state machines (F S M) to specify sender, receiver
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r d t1.0: Reliable Transfer Over a Reliable Channel
▪ underlying channel perfectly reliable

• no bit errors
• no loss of packets

▪ separate F S M s for sender, receiver:
• sender sends data into underlying channel
• receiver reads data from underlying channel
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r d t2.0: Channel With Bit Errors (1 of 2)

▪ underlying channel may flip bits in packet
• checksum (e.g., Internet checksum) to detect bit errors

▪ the question: how to recover from errors?

How do humans recover from “errors” during conversation?



Transport Layer :  3 - 49

r d t2.0: Channel With Bit Errors (2 of 2)

▪ underlying channel may flip bits in packet
• checksum to detect bit errors

▪ the question: how to recover from errors?
• acknowledgements (A C K s): receiver explicitly tells sender that p k t 

received O K
• negative acknowledgements (N A K s): receiver explicitly tells sender 

that p k t had errors
• sender retransmits p k t on receipt of N A K

stop and wait

sender sends one packet, then waits for receiver response
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r d t2.0: F S M Specifications
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r d t2.0: F S M Specification

Note: “state” of receiver (did the receiver get my message 
correctly?) isn’t known to sender unless somehow 
communicated from receiver to sender

▪ that’s why we need a protocol!
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r d t2.0: Operation With No Errors
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r d t2.0: Corrupted Packet Scenario



Transport Layer :  3 - 54

R d t2.0 Has a Fatal Flaw!
what happens if A C K/N A K 
corrupted?

▪ sender doesn’t know what 
happened at receiver!

▪ can’t just retransmit: possible 
duplicate

handling duplicates: 

▪ sender retransmits current p 

k t if A C K/N A K corrupted

▪ sender adds sequence 
number to each p k t

▪ receiver discards (doesn’t 
deliver up) duplicate p k t

stop and wait

sender sends one packet, then waits for receiver response
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r d t3.0: Channels With Errors and Loss (1 of 2)

New channel assumption: underlying channel can also lose packets (data, 
A C K s)
• checksum, sequence #s, A C K s, retransmissions will be of help … but 

not quite enough

Q: How do humans handle lost sender-to-receiver words in conversation?
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r d t3.0: Channels With Errors and Loss (2 of 2)

Approach: sender waits “reasonable” amount of time for A  C K 

▪ retransmits if no A C K received in this time

▪ if p k t (or A C K) just delayed (not lost):
• retransmission will be duplicate, but seq #s already handles this!
• receiver must specify seq # of packet being A C Ked

▪ use countdown timer to interrupt after “reasonable” amount of time
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r d t3.0 Sender (1 of 2)
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r d t3.0 Sender (2 of 2)
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r d t3.0 in Action (1 of 2)
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r d t3.0 in Action (2 of 2)
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Performance of r d t3.0 (stop-and-wait)

▪ −sender :  f ract ion of t ime sender busy sendingU utilization

▪ example: 1 G b p s link, 15 m s prop. delay, 8000 bit packet
• time to transmit packet into channel:

/
= = =

  t rans 9

L 80 0 0   b itsD 8  microsecs
R 10 bits sec
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r d t3.0: Stop-and-Wait Operation (1 of 2)
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r d t3.0: Stop-and-Wait Operation (2 of 2)

=
+sender 

L / RU
RTT L / R

=
.0 0 8

30 .0 0 8

= 0 .0 0 0 27

▪ r d t 3.0 protocol performance stinks!

▪ Protocol limits performance of underlying infrastructure (channel)
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R d t3.0: Pipelined Protocols Operation
pipelining: sender allows multiple, “in-flight”, yet-to-be-acknowledged 
packets

• range of sequence numbers must be increased
• buffering at sender and/or receiver
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Pipelining: Increased Utilization
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Go-Back-N: Sender
▪ sender: “window” of up to N, consecutive transmitted but unA  C Ked p k t s 

• k-bit seq # in p k t header

▪ cumulative A C K: A C K(n): A C K s all packets up to, including seq # n 
• on receiving A C K(n): move window forward to begin at n+1

▪ timer for oldest in-flight packet

▪ timeout(n): retransmit packet n and all higher seq # packets in window
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Go-Back-N: Receiver
▪ A C K-only: always send A C K for correctly-received packet so far, with highest in-order 

seq #
• may generate duplicate A C K s
• need only remember r c v_base

▪ on receipt of out-of-order packet: 
• can discard (don’t buffer) or buffer: an implementation decision
• re-A C K p k t with highest in-order seq #
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Go-Back-N in Action
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Selective Repeat: The Approach
▪ pipelining: multiple packets in flight

▪ receiver individually A C K s all correctly received packets
• buffers packets, as needed, for in-order delivery to upper layer

▪ sender:
• maintains (conceptually) a timer for each unA C Ked p k t

• timeout: retransmits single unA C Ked packet associated with 
timeout

• maintains (conceptually) “window” over N consecutive seq #s
• limits pipelined, “in flight” packets to be within this window
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Selective Repeat: Sender, Receiver Windows
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Selective Repeat: Sender and Receiver
sender

data from above:

▪ if next available seq # in window, 
send packet

timeout(n):
▪ resend packet n, restart timer

A C K(n) in [sendbase,sendbase + −N 1] :

▪ mark packet n as received
▪ if n smallest unA C Ked packet, advance 

window base to next unA C Ked seq # 

receiver

packet n in [r c vbase, r c vbase + −N 1]

▪ send A C K(n)
▪ out-of-order: buffer
▪ in-order: deliver (also deliver 

buffered, in-order packets), 
advance window to next not-yet-
received packet

packet n in [r c vbase-N,r c vbase-1]
▪ A C K(n)
otherwise: 
▪ ignore 
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Selective Repeat in Action
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Selective Repeat: a 
Dilemma! (1 of 2)

example: 

▪ seq #s: 0, 1, 2, 3 (base 4 
counting)

▪ window size=3
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Selective Repeat: a 
Dilemma! (2 of 2)

example: 

▪ seq #s: 0, 1, 2, 3 (base 4 counting)

▪ window size=3

Q: what relationship is needed between 
sequence # size and window size to 
avoid problem in scenario (b)?


	Slide 1
	Slide 2: Transport Layer: Overview
	Slide 3: Transport Layer: Roadmap (1 of 2)
	Slide 4: Transport Services and Protocols
	Slide 5: Transport versus Network Layer Services and Protocols (1 of 2)
	Slide 6: Transport versus Network Layer Services and Protocols (2 of 2)
	Slide 7: Transport Layer Actions (1 of 2)
	Slide 8: Transport Layer Actions (2 of 2)
	Slide 9: Two Principal Internet Transport Protocols
	Slide 10: Chapter 3: Roadmap (1 of 7)
	Slide 11: Multiplexing/Demultiplexing (1 of 7)
	Slide 12: Multiplexing/Demultiplexing (2 of 7)
	Slide 13: Multiplexing/Demultiplexing (3 of 7)
	Slide 14: Multiplexing/Demultiplexing (4 of 7)
	Slide 15: Multiplexing/Demultiplexing (5 of 7)
	Slide 16
	Slide 17: Multiplexing/Demultiplexing (6 of 7)
	Slide 18: Multiplexing/Demultiplexing (7 of 7)
	Slide 19
	Slide 20: How Demultiplexing Works
	Slide 21: Connectionless Demultiplexing
	Slide 22: Connectionless Demultiplexing: an Example
	Slide 23: Connection-Oriented Demultiplexing
	Slide 24: Connection-Oriented Demultiplexing: Example
	Slide 25: Summary
	Slide 26
	Slide 27: Chapter 3: Roadmap (2 of 7)
	Slide 28: U D P: User Datagram Protocol (1 of 2)
	Slide 29: U D P: User Datagram Protocol (2 of 2)
	Slide 30: U D P: User Datagram Protocol [R F C 768]
	Slide 31: U D P: Transport Layer Actions (1 of 3)
	Slide 32: U D P: Transport Layer Actions (2 of 3)
	Slide 33: U D P: Transport Layer Actions (3 of 3)
	Slide 34: U D P Segment Header
	Slide 35: U D P Checksum
	Slide 36: Internet Checksum
	Slide 37: Internet Checksum: an Example
	Slide 38: Internet Checksum: Weak Protection!
	Slide 39: Summary: U D P
	Slide 40: Chapter 3: Roadmap (3 of 7)
	Slide 41: Principles of Reliable Data Transfer (1 of 4)
	Slide 42: Principles of Reliable Data Transfer (2 of 4)
	Slide 43: Principles of Reliable Data Transfer (3 of 4)
	Slide 44: Principles of Reliable Data Transfer (4 of 4)
	Slide 45: Reliable Data Transfer Protocol (r d t): Interfaces
	Slide 46: Reliable Data Transfer: Getting Started
	Slide 47: r d t1.0: Reliable Transfer Over a Reliable Channel
	Slide 48: r d t2.0: Channel With Bit Errors (1 of 2)
	Slide 49: r d t2.0: Channel With Bit Errors (2 of 2)
	Slide 50: r d t2.0: F S M Specifications
	Slide 51: r d t2.0: F S M Specification
	Slide 52: r d t2.0: Operation With No Errors
	Slide 53: r d t2.0: Corrupted Packet Scenario
	Slide 54: R d t2.0 Has a Fatal Flaw!
	Slide 55: r d t3.0: Channels With Errors and Loss (1 of 2)
	Slide 56: r d t3.0: Channels With Errors and Loss (2 of 2)
	Slide 57: r d t3.0 Sender (1 of 2)
	Slide 58: r d t3.0 Sender (2 of 2)
	Slide 59: r d t3.0 in Action (1 of 2)
	Slide 60: r d t3.0 in Action (2 of 2)
	Slide 61: Performance of r d t3.0 (stop-and-wait)
	Slide 62: r d t3.0: Stop-and-Wait Operation (1 of 2)
	Slide 63: r d t3.0: Stop-and-Wait Operation (2 of 2)
	Slide 64: R d t3.0: Pipelined Protocols Operation
	Slide 65: Pipelining: Increased Utilization
	Slide 66: Go-Back-N: Sender
	Slide 67: Go-Back-N: Receiver
	Slide 68: Go-Back-N in Action
	Slide 69: Selective Repeat: The Approach
	Slide 70: Selective Repeat: Sender, Receiver Windows
	Slide 71: Selective Repeat: Sender and Receiver
	Slide 72: Selective Repeat in Action
	Slide 73: Selective Repeat: a Dilemma! (1 of 2)
	Slide 74: Selective Repeat: a Dilemma! (2 of 2)
	Slide 75
	Slide 76: Chapter 3: Roadmap (4 of 7)
	Slide 77: T C P: Overview R F C s: 793,1122, 2018, 5681, 7323
	Slide 78: T C P Segment Structure
	Slide 79: T C P Sequence Numbers, A C K s (1 of 2)
	Slide 80: T C P Sequence Numbers, A C K s (2 of 2)
	Slide 81: T C P Round Trip Time, Timeout (1 of 3)
	Slide 82: T C P Round Trip Time, Timeout (2 of 3)
	Slide 83: T C P Round Trip Time, Timeout (3 of 3)
	Slide 84: T C P Sender (Simplified) (1 of 2)
	Slide 85: T C P Receiver: A C K Generation [R F C 5681]
	Slide 86: T C P: Retransmission Scenarios (1 of 2)
	Slide 87: T C P: Retransmission Scenarios (2 of 2)
	Slide 88: T C P Fast Retransmit
	Slide 89: Chapter 3: Roadmap (5 of 7)
	Slide 90: T C P Flow Control (1 of 6)
	Slide 91: T C P Flow Control (2 of 6)
	Slide 92: T C P Flow Control (3 of 6)
	Slide 93: T C P Flow Control (4 of 6)
	Slide 94: T C P Flow Control (5 of 6)
	Slide 95: T C P Flow Control (6 of 6)
	Slide 96: T C P Connection Management
	Slide 97: Agreeing to Establish a Connection
	Slide 98: 2-way Handshake Scenarios (1 of 3)
	Slide 99: 2-way Handshake Scenarios (2 of 3)
	Slide 100: 2-way Handshake Scenarios (3 of 3)
	Slide 101: T C P 3-Way Handshake
	Slide 102: A Human 3-Way Handshake Protocol
	Slide 103: Closing a T C P Connection (1 of 2)
	Slide 104: Chapter 3: Roadmap (6 of 7)
	Slide 105: Principles of Congestion Control
	Slide 106: Causes/Costs of Congestion: Scenario 1 
	Slide 107: Causes/Costs of Congestion: Scenario 2 (1 of 6)
	Slide 108: Causes/Costs of Congestion: Scenario 2 (2 of 6)
	Slide 109: Causes/Costs of Congestion: Scenario 2 (3 of 6)
	Slide 110: Causes/Costs of Congestion: Scenario 2 (4 of 6)
	Slide 111: Causes/Costs of Congestion: Scenario 2 (5 of 6)
	Slide 112: Causes/Costs of Congestion: Scenario 2 (6 of 6)
	Slide 113: Causes/Costs of Congestion: Scenario 3 (1 of 2)
	Slide 114: Causes/Costs of Congestion: Scenario 3 (2 of 2)
	Slide 115: Causes/Costs of Congestion: Insights
	Slide 116: Approaches Towards Congestion Control (1 of 2)
	Slide 117: Approaches Towards Congestion Control (2 of 2)
	Slide 118: Chapter 3: Roadmap (7 of 7)
	Slide 119: T C P Congestion Control: A I M D
	Slide 120: T C P A I M D: More
	Slide 121: T C P Congestion Control: Details
	Slide 122: T C P Slow Start 
	Slide 123: T C P: From Slow Start to Congestion Avoidance
	Slide 124: Summary: T C P Congestion Control
	Slide 125: T C P CUBIC (1 of 2)
	Slide 126: T C P CUBIC (2 of 2)
	Slide 127: T C P and the Congested “Bottleneck Link” (1 of 3)
	Slide 128: T C P and the Congested “Bottleneck Link” (2 of 3)
	Slide 129: T C P and the Congested “Bottleneck Link” (3 of 3)
	Slide 130: Keeping the Pipe Just Full Enough
	Slide 131: Keeping the Pipe Just Full, But No Fuller (1 of 2)
	Slide 132: Keeping the Pipe Just Full, But No Fuller (2 of 2)
	Slide 133: B B R (Bottleneck Bandwidth and R T T) 
	Slide 134: Explicit Congestion Notification (E C N)
	Slide 135: T C P Fairness
	Slide 136: Q: is T C P Fair?
	Slide 137: Fairness: Must All Network Apps Be “Fair”?
	Slide 138: Transport layer: Roadmap (2 of 2)
	Slide 139: Evolving Transport-Layer Functionality
	Slide 140: Q U I C: Quick U D P Internet Connections (1 of 2)
	Slide 141: Q U I C: Quick U D P Internet Connections (2 of 2)
	Slide 142: Q U I C: Streams: Parallelism, No H O#L Blocking
	Slide 143: Chapter 3: Summary
	Slide 144: Additional Chapter 3 Slides
	Slide 145: Go-Back-N: Sender Extended F S M
	Slide 146: Go-Back-N: Receiver Extended F S M
	Slide 147: T C P Sender (Simplified) (2 of 2)
	Slide 148: T C P 3-Way Handshake F S M
	Slide 149: Closing a T C P Connection (2 of 2)
	Slide 150: T C P Throughput
	Slide 151: T C P over “long, fat pipes”
	Slide 152: Copyright

