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Chapter 3: Roadmap ot

= Transport-layerservices

= Multiplexing and demultiplexing

= Connectionless transport: UDP

= Principles of reliable data transfer

= Connection-oriented transport: TCP
= Principles of congestion control

= TCP congestion control

= Evolution of transport-layer
functionality
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UDP: User Datagram Protocol aof2)

= “nofrills,” “bare bones” Internet Why is there a UDP?
transport protocol = no connection establishment
» “best effort” service, UDP (which can add RTT delay)
segments may be: = simple: no connection state at
e lost sender, receiver

. delivered out-of-ordertoapp *® smallheadersize
= No congestion control

= UDP canblast away as fast

= connectionless:
* no handshaking between UDP

: as desired!
sender, receiver f S f
. each UDP segment handled canfunctioninthe face o
congestion

independently of others
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UDP: User Datagram Protocol ¢of2)

= UDP use:
= streaming multimedia apps (loss tolerant, rate sensitive)
= DNS
= HTTP/3

= ifreliable transferneeded over UDP (e.g., HTTP/3):
= add neededreliability at application layer
= add congestion control atapplication layer
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UDP: User Datagram Protocol [RFC 768]

INTERNET STANDARD

RFC 768 J. Postel
ISI
28 August 1980

User Datagram Protocol

Introduction

This User Datagram Protocol (UDP) is defined to make available a
datagram mode of packet-switched computer communication in the
environment of an interconnected set of computer networks. This
protocol assumes that the Internet Protocol (IP) [l] is used as the
underlying protocol.

This protocol provides a procedure for application programs to send
messages to other programs with a minimum of protocol mechanism. The
protocol is transaction oriented, and delivery and duplicate protection
are not guaranteed. Applications requiring ordered reliable delivery of
streams of data should use the Transmission Control Protocol (TCP) [2].
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| Length | Checksum |
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| data octets ...
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UDP: Transport Layer Actions aof3)

SNMP client SNMP server
application application
transport transport
(UDP) (UDP)
network (IP) network (IP)
link link
physical physical

& — =
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UDP: Transport Layer Actions (2of3)

UDP senderactions;

creates UDP segment
passes segmentto P

SNMP client

application

transport
(UDP)

network (IP)
link
physical

ispassed an application-layer message
determines UDP segment header fields values

SNMP server

AP SNMP msg

network (IP)
link
physical
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UDP: Transport Layer Actions zof3)

UDP receiver actions:

= receivessegmentfromIP

= checksUDP checksum headervalue

= extracts application-layer message

= demultiplexes message up to application via socket

SNMP client SNMP server
application application
T transport
(e oo
[UDP, [SNMP msg | network (IP)
link link
physical physical

& —
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UDP Segment Header

“ 32 bits >

dest port # |

length <) checksum

application
data

length, in bytes of
UDP segment,
including header

\ data to/from

UDP segment format application layer

/[
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UDP Checksum

Goal: detecterrors (i.e., flippedbits) in transmitted segment

15t number 2nd number sum

Transmitted: 5 6 11

h 4

Received: 4 6 11
\ i ) \_'_I
receiver-computed sender-computed
checksum checksum (as received)

O
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Internet Checksum

Goal: detect errors (i.e., flipped bits) in transmitted segment

sender: receiver:

= treat contents of UDP segment = compute checksum of received
(including UDP header fields segment

and [P addresses) as sequence

of 16-bitintegers = checkif computedchecksum

equals checksum field value:
* notequal - error detected

« equal-noerrordetected. But

| maybe errors nonetheless?
= checksumvalue putinto UDP More later ..

checksumfield

= checksum: addition (one’s
complement sum) of segment
content
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Internet Checksum: an Example

example: addtwo 16-bit integers

11 00 00 00110
11 10 10 10101

=

1 | 11
0 0 10

wraparound@1011101110111011

sum 1011101110111100
checksum 010001000100O0O011

Note: when adding numbers, a carryout from the most significant bit needs to be addedto
the result

*Check out the online interactive exercises formore examples:
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http://gaia.cs.umass.edu/kurose_ross/interactive/

Internet Checksum: Weak Protection!

example: add two 16-bitintegers

0 1
1110011001100 1130 10

=Sl

1101010101010 10 D

wraparound 1)1 0 1110111011101 1 Even though
> numbers have

siam 1 011101110111100 [ changed(bit

flips), no change
checksum 01 00010001000011 in checksum!
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Summary: UDP

= “no frills” protocol:
« segmentsmay belost, delivered out of order
» besteffortservice: “sendand hope forthe best”

= UDP hasits plusses:
* no setup/handshaking needed (no RTT incurred)
« canfunction when network serviceis compromised
* helpswithreliability (checksum)

= build additional functionality on top of UDP in application layer
(e.g.,HTTP/3)
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Chapter 3: Roadmap zof7)

= Transport-layerservices
= Multiplexing and demultiplexing

= Connectionless transport: UDP

= Principles of reliable data transfer

= Connection-oriented transport: TCP

e it .m.,g 1

= Principles of congestion control e T

= TCP congestion control

= Evolution of transport-layer
functionality
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Principles of Reliable Data Transfer o4

- sending receiving i
process Process
application | data py

transport

reliable service abstraction
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Principles of Reliable Data Transfer 2of4)

[ ———_ —
=, sending recelvmg sendlng receiving Bl
\\\Efocess// process ” process process

application application

data
transport ) transport T
reliable channel

receiver-side
of reliable data
transfer protocol

sender-side of
reliable data
transfer protocol

reliable service abstraction

transport

reliable service implementation
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Principles of Reliable Data Transfer zof4)

Send|ng reCEIVIng |
process Process
application

data
transport

sender-side of

. . reliable data
Complexity of reliable

transfer protocol
data transfer protocol ) —
willdepend (strongly) on transport J
characteristics of network L(W

unreliable channel (lose,
corrupt, reorder data?)

receiver-side
of reliable data
transfer protocol

reliable service implementation
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Principles of Reliable Data Transfer or4

== sending
process
application

Sender, receiverdo not know e 1
the “state” of each other, e.g.,
was a message received?

= unless communicatedvia a
message

sender-side of
reliable data
transfer protocol

transport '
network ;

reliable service implementation
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Reliable Data Transfer Protocol (rdt): Interfaces

rdt_send(): called from above,
(e.g., by app.). Passed data to
deliver to receiver upper layer

receiving Bl
process

data

deliver_data(): called by rdt
to deliver data to upper layer

-/

udt send()

sender-side
implementation of
rdt reliable data
transfer protocol

Y cace: data

yd

udt_send(): called by rdt
to transfer packet over
unreliable channel to receiver

Gata receiver-side
implementation of
packet rdt reliable data

transfer protoco

4 rdt_rcv(

dellver data (

<—|
\/

Bi-directional communication over
unreliable channel

N

rdt_rcv(): called when packet
arrives on receiver side of
channel
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Reliable Data Transfer: Getting Started
We will:

= incrementally develop sender, receiver sides of reliable data transfer protocol (rdt)

= consideronly unidirectional data transfer
« butcontrolinfo will flow inboth directions!

= use finite state machines (FSM) to specify sender, receiver

event causing state transition
actions taken on state transition

state: when in this “state” —
next state uniquely
determined by next event
event actions
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rdt1.0: Reliable Transfer Over a Reliable Channel

= underlying channel perfectlyreliable
e nobiterrors
* nolossof packets

= separate FSMsfor sender, receiver:
« sender sends dataintounderlying channel
« receiverreads datafromunderlying channel

“sAvait for rdt_send(data) _ % Wait for rdt_rcv(packet)
call from receiver | call from extract (packet,data)
ket = make pkt(dat ;
sender above packet = make_pki(data) below deliver_data(data)

udt_send(packet)
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rdt2.0: Channel With Bit Errors gof2)

= underlying channelmay flip bitsinpacket
« checksum(e.qg., Internet checksum)to detectbit errors

= the question: how to recover from errors?

How do humans recover from “errors” during conversation?
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rdt2.0: Channel With Bit Errors of2)

= underlying channelmay flip bitsinpacket
« checksumto detectbiterrors

= the question: how to recover from errors?

- acknowledgements (ACKSs): receiver explicitly tells sender that pkt
received OK

« negative acknowledgements (NAKSs): receiver explicitly tells sender
that pkt had errors

« sender retransmits pkt onreceipt of NAK
stop and wait

sender sends one packet, thenwaits forreceiverresponse
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rdt2.0: FSM Specifications

rdt_send(data)

snkpkt = make pkt(data, checksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
ISNAK(rcvpkt)

udt_send(sndpkt)

Wait for
call from
above

sender

rdt_rcv(rcvpkt) && isACK(rcvpkt)
A
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rdt2.0: FSM Specification

rdt_send(data)

snkpkt = make_pkt(data, checksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
iISNAK(rcvpkt)

udt_send(sndpkt)

Wait for
call from
above

sender

rdt_rcv(rcvpkt) && isACK(rcvpkt)
A

Note: “state” of receiver (did the receiver get my message
correctly?)isn’t known to senderunless somehow
communicated fromreceivertosender

= that’swhywe needa protocol!
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rdt2.0: Operation With No Errors

rdt_send(data)

snkpkt = make_pkt(data, checksum)
udt send(sndpkt

~
~

rdt_rcv(rcvpkt) &&
iISNAK(rcvpkt)

dt_send(sndpkt) rdt_rcv(rcvpkt) && corrupt(rcvpkt)
udt_send(NAK)

. C

Wait for
call from
below

sender

call from
above

@ rdt_rcv(rcvpkt) && isACK(rcvpkt)
A

receiver

rdt_rcv(rcvpkt) && »notcorru pt(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)
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rdt2.0: Corrupted Packet Scenario

rdt_send(data)

snkpkt = make_pkt(data, checksum)
udt send(sndpkt

~ ¥ 9
~

Wait for
call from
above

sender

rdt_ rcv(rcvpkt) && isACK(rcvpkt) e ( )
A

call from
below

receiver

B
rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)

Transport Layer: 3-53



Rdt2.0 Has a Fatal Flaw!

what happens if ACK/NAK handling duplicates:

corrupted? ,
P = senderretransmits current p

= senderdoesn’t know what ktif ACK/NAK corrupted

happened atreceiver!
PP = sender adds sequence

= can’tjustretransmit: possible number to each pkt

licat ' i ’
duplicate = receiverdiscards (doesn’t

deliverup) duplicate pkt

stop and wait

sender sends one packet, thenwaits forreceiverresponse
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rdt3.0: Channels With Errors and Loss nof2)

New channelassumption: underlying channel can also lose packets (data,
ACKs)

» checksum, sequence #s, ACKs, retransmissions will be of help ... but
not quite enough

Q: How do humans handle lost sender-to-receiver words in conversation?
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rdt3.0: Channels With Errors and Loss 2of2)

Approach: sender waits “reasonable” amount of time for ACK
= retransmits if no ACKreceivedinthis time

= if pkt(or ACK)just delayed (notlost):

« retransmission will be duplicate, but seq #s already handles this!
* receivermust specify seq # of packet being ACKed

= yse countdown timertointerrupt after “reasonable” amount of time
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rdt3.0 Sender gof2)

rdt_send(data)
\ sndpkt = make_pkt(0, data, checksum)

\ udt_sendisrdpid)
start_timer
—
Wait for Wait
call 0 from for
above ACKO
rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt) rdt_rcv(rcvpkt)
&& isACK(rcvpkt,1) && notcorrupt(rcvpkt)

&& isACK(rcvpkt,0)
op_timer

stop_timer

Wait for

call 1 from
above

di send(data

sndpkt = make_pkt(1, data, checksum)
udt_send(sndpkt)
start_timer
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rdt3.0 Sender 2of2)

rdt_send(data) rdt_rcv(rcvpkt) &&
\ sndpkt = make_pkt(0, data, checksum) ( corrupt(rcvpkt) ||

\ udt_sepd(sndpkt) iSACK(rcvpkt,1) )
rdt_rcv(rcvpkt) start_timer A
A timeout
udt_send(sndpkt)
start_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,1)

stop_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,0)

stop_timer

Wait for
call 1 from
above

timeout
udt_send(sndpkt) C

start_timer

rdt_rcv(rcvpkt)

A
rdt_rcv(rcvpkt) && UL sonaigaa)
( corrupt(revpkt) || sndpkt = make_pkt(1, data, checksum)
iSACK(rcvpkt,0) ) udt_send(sndpkt)
start_timer

A
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rdt3.0in Action aof2)

sender receiver
send pktO ktO
\ rcv pkto
ac send ackO
rcv ackO /ﬂ/
send pktl \K
rcv pktl
ack send ackl
rcv ackl
send pkt0 \NO'\‘
rcv pkt0
ack send ackO

(a) no loss

sender receiver
send pkt0 ktO
\ rcv pkto
ack send ackO
rcv ackO
send pktl_ kt1
X
loss
@ timeoutd
resend pktl kt1
ack send ackl
rcv ackl
send pkt0 kt0

i

rcv pktO
ack send ackO

¥

(b) packet loss
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rdt3.0in Action o2

sender receiver
send pkt0 ktO
\ rcv pkto
ack send ack0
rcv ack0
send pktl_\K
rcv pktl
XW send ackl
loss
@ timeoutd
resend ptl =2 rov pkt
(detect duplicate)
— ack send acki
send pkt0 \Ek‘
rcv pkt0
ack send ackO
(c) ACK loss

sender receliver

send pkt0 —_
A ~, rcv pkt0

I ackd = send ack0
send pktl_~—~ pkt1

~ rcv pktl
~~ send ackl

ack1

timeout.
resend pktl
Pkt1 _ recv pktl

rcv ackl (detect duplicate)
send pkt0  pki0 send ackl

ack rcv pktO
send ack0

rcv ackl <
(ignore) ackO
o~

\
kt1
PRI

(d) premature timeout/ delayed ACK
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Performance of rdt3. 0 (stop-and-wait)

« U :utilization—fractionoftimesenderbusysending

sender

= example: 1Gbpslink, 15 ms prop. delay, 8000 bit packet
* time to transmit packetinto channel:

L 8000 bits

trans = = = T =8 microsecs
R 10°bits/sec
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rdt3.0: Stop-and-Wait Operation gor2)

sender

first packet bit transmitted, t = 0 —

A

RTT

A

ACK arrives, send nex]

packet,t=RTT+L/R

A

receiver

— first packet bit arrives
—last packet bit arrives, send ACK
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rdt3.0: Stop-and-Wait Operation @of2)

sender receiver

~ L/R
sender "D IT4L/R

U

008

=0.00027 /

|

= rdt 3.0 protocol performance stinks!

= Protocollimits performance of underlying infrastructure (channel)
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Rdt3.0: Pipelined Protocols Operation

pipelining: sender allows multiple, “in-flight”, yet-to-be-acknowledged
packets

* range of sequence numbers must beincreased
« pbuffering at senderand/orreceiver

data polcke’r—r

(a) a stop-and-wait protocol in operation
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Pipelining: Increased Utilization

sender receiver

first packet bit transmitted, T = 0 —je-—cmmmcmmm o s
last bit transmitted, t =L/ R;

first packet bit arrives
last packet bit arrives, send ACK

- last bit of 2" packet arrives, send ACK
last bit of 3" packet arrives, send ACK

RTT

ACK arrives, send next]
packet, t = RTT+L/R [Ss => 777

............. 3-packet pipelining increases
- utilization by a factor of 3!

U 3L/R .0024

sender™ rr TR sagos ~ 0-00081
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Go-Back-N: Sender

= sender: “window” of up to N, consecutive transmitted but unACKed pkts
« k-bitseq# inpktheader

send_base - hexfsegnum

| d ble, not
¢ | arcady | vy
LI REEEOOOO | sevtnera ] oresame
4 window size —%
N

= cumulative ACK: ACK(n): ACK s allpacketsupto, including seg# n
« onreceiving ACK(n): move window forward to begin at n+1

= timer foroldestin-flight packet

= timeout(n). retransmit packet n and all higher seq # packets in window
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Go-Back-N: Receiver

= ACK-only: always send ACK for correctly-received packet so far, with highest in-order
seq#

- maygenerate duplicate ACKs
* needonlyrememberrcv base

= onreceipt of out-of-order packet:
« candiscard(don’t buffer) or buffer: animplementation decision
« re-ACKpktwithhighestin-orderseq#

Receiver view of sequence number Space.
received and ACKed

I IIII ” I II ” ” |] HH I Out-of-order: received but not ACKed

rcv base )
= [I Not received
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Go-Back-NinAction

sender window (N=4) sender
EPEY 5678 send pkt0
5678 send pktl
EPE): 5678 send pkt2-
EPE): 5678 send pkt3
(wait)
ofEE¥ 678 rcv ackO, send pkt4
o 1EEEE¥6 78 rcv ackl, send pkt5
ignore duplicate ACK
‘ pkt 2 timeout
12 3 4 5 ks send pkt2
B2 3 45 W& send pkt3
0 1Y 7 8 send pkt4
0 1EEE¥F6 7 8 send pkt5

/

\X loss

receliver

receive pkt0, send ack0
receive pktl, send ackl

receive pkt3, discar
(re)send a@

receive pkt4, discar
(re)send a@

receive pkt5, discard;
(re)send ack1l

rcv pkt2, deliver, send ack2
rcv pkt3, deliver, send ack3
rcv pkt4, deliver, send ack4

=
\
-

rcv pkt5, deliver, send ack5
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Selective Repeat: The Approach
= pipelining: multiple packets inflight

= receiverindividually ACKs all correctly received packets
« buffers packets, as needed, forin-orderdelivery toupperlayer

= sender:
« maintains (conceptually) a timer for each unACKed pkt

 timeout: retransmits single unACKed packetassociated with
timeout

* maintains (conceptually) “window” over Nconsecutive seq #s
 limits pipelined, “in flight” packets to be within this window
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Selective Repeat: Sender, Receiver Windows

send_base  hexfsegnhum

¢ eady | uacsle,
LTI | iz ] o

t __ window size —24
PN

i (a) sender view of sequence numbers



Selective Repeat: Senderand Receiver

sender
data from above;

= if next available seg # in window,
send packet

timeout(n):
= resend packet n, restarttimer

ACK(n)in[sendbase,sendbase +N-1:

= mark packet nasreceived

= if nsmallestunACKed packet, advance
window base to next unACKed seq #

receiver

packet nin[rcvbase, rcvbase +N-1

= send ACK(n)
= out-of-order: buffer

= in-order: deliver (also deliver
buffered, in-orderpackets),
advance window to next not-yet-
received packet

packet nin[rcvbase-N,rcvbase-1]

= ACK(n)

otherwise:

= ignore
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Selective Repeatin Action

sender window (N=4) sender recelver

5678 send pkt0

) 5678 send pktl \ _

EPEY: 5678 send pkt2 T~ receive pkt0, send ack0

5678 send pkt3 X /oss, receive pktl, send ackl
(wait)

receive pkt3, buffer,
o678 rcv ack0, send pkt4 send ack3

0 1EEERI 78  rcv ackl, send pkt5 receive pkt4, buffer

record ack3 arrived send ack4
/ receive pkt5, buffer,
pkt 2 timeout _ send ack5
12 3 4 5 k] send pkt2
]2 345 Wk (but not 3,4,5) \
W12 3 4 5 A / rcv pkt2; deliver pkt2,

0 1NN 7 8 pkt3, pkt4, pkt5; send ack2

Q: what happens when ack2 arrives?
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S & Ie Ct ive Re p eda t e sender window receiver window

(after receipt) (after receipt)
Dilemmal! qof2)

0 12 KNEW; oflEEl0 12
example: K3 0 12 0 1R 2
0 1 2EYE)2
» seq#s:0,1,2,3(base4 oo 1 2 I
: 0 1EEYY"1 2
counti ng) pkt()\, will accept packet
with seq number 0
= window size=3 (a) no problem

EH3 0 1 2 —DKt0

K3 0 12 —pktl oflEZE]o 12
KR 012 —pkt2 X W1 2 3 0 (i

0 1 2EXKl2
timeout
retransmit pkt0 K0
K330 12
- \ will accept packet
(b) I with seq number 0

OOpsS:
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Selective Repeat: a ey "
Dilemmal 2ot2

70012
0 1EEN] 1 2

— 01 2ENHl2

example:

" seq#s:0,1,2, 5(base 4 counting) = receiver can’t —— Wil accept packet
see sender side with seq number 0

" receiver
behavior
identical in both
cases!

= something’s
(very) wrong!

= window size=3

Q: whatrelationship is needed between
segquence # size and window size to
avoid problemin scenario (b)?

— oiEEo0 12
— 01BN 2
— 012F[l2

—, Will accept packet
with seq number 0
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