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Network Layer: Our Goals

= understand principles behind = instantiation, implementationin
network layer services, focusing the Internet
on data plane:

* [P protocol
- networklayer service models « NAT, middleboxes

- forwarding versus routing
« how arouterworks

e addressing

« generalized forwarding

« Internetarchitecture

Network layer: 4-2



Network Layer: “Data plane” Roadmap aots)

= Network layer: overview = Generalized Forwarding
« dataplane « Match+action
e controlplane « OpenFlow

= What's inside a router * Middleboxes
* input/output ports, switching = [nternet architecture

« pbuffermanagement
« scheduling

= |P:the Internet Protocol
- datagramformat, addressing
« network address translation (NAT)
o [Pvé6

Network layer: 4-3



Network-Layer Services and Protocols

= transport segment from sending to receiving
host

« sender: encapsulates segmentsinto
datagrams, passestolink layer

« receiver: delivers segments to transport
layer protocol

= network layer protocolsinevery Internet
device: hosts, routers

= routers:
« examines headerfieldsinall IP datagrams
passing throughit

« moves datagrams frominput portsto
output ports to transfer datagrams along
end-end path

mobile network

national or global ISP

_— >

application
transport
network

* link

physical

link link
physical

physical

link
L

7 link datacenter

physical network

)
I’ |application
transport

‘ link
network -’ physical

enterprise
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Two key Network-Layer Functions

network-layer functions: analogy: takinga trip

» forwarding: move packets = forwarding: process of getting
fromarouter’sinputlink to throughssingle interchange
appropriate router output

= routing: process of planning trip from
source to destination

link

= routing: determineroute
taken by packets from
source to destination

 routing algorithms

forwarding routing

Network layer: 4-5



Network Layer: Data Plane, Control Plane

Data plane: Controlplane

= local, per-router function * network-wide logic

» determines how datagram = determines how datagram s routed
arriving on router input port is among routers along end-end path
forwarded to router output port from source host to destination host

values in arriving = two control-plane approaches:

packet header - traditional routing algorithms:
implemented inrouters

 software-defined networking (S
DN): implementedin (remote)
servers

Network layer: 4-6



Per-Router Control Plane

Individual routing algorithm components in each and every router interactin
the controlplane

control
plane

values in arriving
packet header

Network layer: 4-7



Software-Defined Networking (SDN) Control
Plane

Remote controller computes, installs forwarding tables in routers

. Remote Controller B «—
- “V‘;IE‘ 1 —

control
plane

values in arriving |
packet header

Network layer: 4-8



Network Service Model

& What service model for “channel” transporting datagrams from sender to
receiver?

example services for individual example services for a flow of

datagrams: datagrams:

= guaranteed delivery = in-orderdatagram delivery

= guaranteed delivery with less = guaranteed minimum bandwidth
than 40 msec delay to flow

= restrictionson changesininter-
packet spacing

Network layer: 4-9



Network-Layer Service Model nof2)

Quality of Service (QoS) Guarantees ?

Network Architecture | Service Model | Bandwidth | Loss

Order

Timing

Internet | best effort none no

Nno

Nno

Internet “besteffort” service model

No guarantees on:
. successful datagram delivery to destination
ii. timing or order of delivery
lii.bandwidth available to end-end flow

Network layer: 4-10



Network-Layer Service Model 20f2)

Quality of Service (QoS) Guarantees ?

Network Architecture | Service Model Bandwidth | Loss Order Timing
Internet | best effort none no no no
ATM | Constant Bit Constant yes yes yes
Rate rate
ATM | Available Bit Rate | Guaranteed | no yes no
min
Internet | Intserv yes yes yes yes
Guaranteed
(RFC1633)
Internet | Diffserv (RFC possible possibly | possibly | no
2475)

Network layer: 4-11



Reflections on Best-Effort Service:
= simplicity of mechanism has allowed Internet to be widely deployed
adopted

= sufficient provisioning of bandwidth allows performance of real-time
applications (e.qg.,interactive voice, video) to be “"good enough” for “most
of the time”

= replicated, application-layerdistributed services (datacenters, content
distribution networks) connecting close to clients’ networks, allow
servicestobe provided from multiple locations

= congestion control of “elastic” services helps

It’s hard to argue with success of best-effort service model

Network layer: 4-12



Network Layer: “Data plane” Roadmap ¢

= Network layer: overview
« dataplane
« control plane

= What’sinside arouter
* input/output ports, switching
« pbuffermanagement

« scheduling = Generalized Forwarding
= |P:the Internet Protocol * Match+action

- datagramformat, addressing * OpenFlow

« network address translation (NAT) - Middleboxes

e |[Pvé = Internet architecture

Network layer: 4-13



Router Architecture Overview

high-level view of generic router architecture:

routing, management

routing control plane (software)
— processor operates in millisecond
time frame
forwarding data plane
" + > (hardware) operates
in nanosecond
5 o timeframe
® high-speed °
° switching ®
® fabric @
V.
> >
router input ports router output ports

Network layer: 4-14



Input Port Functions aof2)

lirik Iookup,
line layer | orwarding | switch
| termination ('?;%gsgl) II"""I fabric
queueing
| YA, :
physical layer:
bit-level reception
ik laver decentralized switching:
e.g Etherne'; = using header field values, lookup output port using
((’:hapter 6) forwarding table in input port memory (“match plus action”)

= goal: complete input port processing at ‘line speed’

" jnput port queuing: if datagrams arrive faster than forwarding
rate into switch fabric

Network layer: 4-15



Input Port Functions zof2)

i lookup,
Ink forwarding
1 tormnaion [ oo 1NN e
termination (receive) fabric
queueing
. ,/ / >
physical layer:
bit-level reception
: decentralized switching:
link layer: . . _
= using header field values, lookup output port using
e.g., Ethernet ¢ dine table in inout bort Finaten, ol tion”)
(chapter B) orwarding table in input port memory (“match plus action

= destination-based forwarding: forward based only on
destination IP address (traditional)

= generalized forwarding: forward based on any set of header
field values

Network layer: 4-16



Destination-Based Forwarding

forwarding table

Destination Address Range

Link Interface

11001000 00010111 00010000 00000000
through
11001000 00010111 00010000 OOOOO100

through
11001000 00010111 00010000 OOOOO111

11001000 00010111 00011000 11111111

11001000 00010111 00011001 OOOOOOOO

through
11001000 00010111 00011111 11111111

otherwise

&) -but what happensif ranges don’t divide up so nicely?

Network layer: 4-17



Longest Prefix Matching aofs)

longest prefix match

whenlooking for forwarding table entry for given destination address, use
longest address prefix that matches destination address.

examples:

Destination Address Range Link interface
11001000 00010111 | O0010*** FHREIFIAEE O

11001000 000101 | O00M000 FRkxxxxx 1]

11001000 000101 | 0001 *** FAREIIIIE D

otherwise M 3

11001000 0001011 0001010 10100001 whichinterface?
11001000 0001011 000TI000 10101010 whichinterface?

Network layer: 4-18



Longest Prefix Matching 2of5)

longest prefix match

whenlooking for forwarding table entry for given destination address, use
longest address prefix that matches destination address.

Destination Address Range

Link interface

|llOOlOOO 00010111 OOOlOI***

*kkkkkk k%

0

11001000 0010111 00011000

)Nk Kk )k kK k%

1

110010900 QO00LGLLL QU0 LLdks%k

kAKX Kk Kk k)%

2

otherwise l

3

11001000 00010111 00010010

examples:
11001000 00010111 00011000

10100001

10101010

which interface?

which interface?

Network layer: 4-19



Longest Prefix Matching ofs)

longest prefix match

whenlooking for forwarding table entry for given destination address, use
longest address prefix that matches destination address.

examples:

Destination Address Range

Link interface

11001000 00010111 00010%%% ***%%*xx | O
11001000 00010111 00011000 Hkkkkkk* | 1
[11001000 00010111 00011} xx wxsmxxss |2
otherwise t 3
match!
11001000 uu‘u¢¢1 00010110 10100001 Which interface?
11001000 00010111 0001100 10101010 which interface?

Network layer: 4-20



Longest Prefix Matching @ofs)

longest prefix match

whenlooking for forwarding table entry for given destination address, use
longest address prefix that matches destination address.

examples:

Destination Address Range Link interface
11001000 00010111 00010%%%* sxxxxxxx |0

11001000 00010111 00011000| swsxxnsx | 1

11001000 0015111 0001Tsxsx Fxkxxxis | 2

otherwise P 3

11001000 ooioul 00010110 10100001 which interface?
11001000 00010111 00011000| 10101010 which interface?

Network layer: 4 -21



Longest Prefix Matching ;of5)

= we'll see why longest prefix matching is used shortly, when we study
addressing

Network layer: 4-22



Switching Fabrics qof2)

= transfer packet frominputlink to appropriate output link

= switching rate: rate atwhich packets canbe transferfrominputs to outputs
« often measured as multiple of input/outputlinerate
* Ninputs: switchingrate Ntimeslinerate desirable

R —— > (rate: NR, — R
ideally)
: . high-speed
N input ports : switching : N output ports
fabric

Network layer: 4-23



Switching Fabrics 2of2)

= transfer packet frominputlink to appropriate output link

= switching rate: rate atwhich packets canbe transferfrominputs to outputs
« oftenmeasured as multiple of input/outputlinerate
* Ninputs: switchingrate Ntimeslinerate desirable

= three majortypes of switching fabrics:

=== e

interconnection
memory bus network

Network layer: 4 -24



Switching Via Memory

first generationrouters:

= traditional computers with switchingunder direct control of CPU

= packet copiedtosystem’s memory

= speed limited by memory bandwidth (2 bus crossings perdatagram)

2 input

port

JTH* (e g

| Ethernet)

memory

output .

Ethernet) |

port Fﬁ

TITTTTT

system bus

Network layer: 4-25



Switching Via aBus

= datagram frominput port memory to output port memory via a shared bus
= pus contention: switching speed limited by bus bandwidth

= 32 Gbpsbus, Cisco 5600: sufficient speed foraccessrouters

: : >
| I
: : > >
| I —
I l > . . >
— ]

Network layer: 4-26



Switching Via Interconnection Network aof2)

= Crossbar, Clos networks, other
iInterconnection nets initially developedto
connect processors in multiprocessor

:

3x3 crossbar

= multistage switch: nxn switch from multiple
stages of smaller switches

= exploiting parallelism:

« fragment datagram into fixedlength I —
cellsonentry

 switch cells through the fabric,
reassemble datagram at exit

LN
Nl

8x8 multistage switch
built from smaller-sized switches

Network layer: 4-27



Switching Via Interconnection Network @of2)

= scaling, using multiple switching “planes” in parallel:
= speedup, scaleup via parallelism

» Cisco CRSrouter:

—| fabric plane 0

I T I I —4 fabric plane 1
= pasic unit: 8 switching - fabdcolane o=
p|aneS ® —1 fabric plane 3
@ —1 fabricplane 4 EH 1 o
= eachplane: 3-stage °  fabric olane s FH] K
interconnection . el 1
network .o 1 e L
| X lf: =B
= upto100’sTbps %; ] eaE ===
switching capacity =

Network layer: 4-28



Input Port Queuing

= |f switch fabric slower than input ports combined — queueing may occur atinputs

queues

« queueingdelayandlossduetoinputbufferoverflow!

= Head-of-the-Line (HOL) blocking: queued datagram at front of queue prevents othersin

queue frommoving forward

—F

>

4

«

1>

switchy
fabr}d

—

output port contention: only one red
datagram can be transferred. lower red

packet is blocked

switch ,/ :
fabrics

/

—

one packet time later: green
packet experiences HOL blocking

Network layer: 4-29



Output Port Queuing aof2)

. datagram
switch buffer link _
fabric ! o olayer Y line R
‘- NR i I""I"I protocol termination R
e NR) queueing (send)

= Bufferingrequiredwhen datagrams
arrive from fabric faster thanlink Datagrams canbelost dueto

transmission rate. Drop policy: which — congestion, lack of buffers
datagramstodropif no free buffers?

= Scheduling discipline chooses Priority scheduling - who gets
among queued datagrams for —>  bestperformance, network

transmission neutrality

Network layer: 4-30



Output Port Queuing @of2)

1 IeEilalalkalated =P . --____\ =
\
I |
M- ---- o= LA
switch — — switch x .,
fabric / fabric 7
I -r--- | ’ \
o m----/ |4 [
at t, packets more
from input to output one packet time later

= puffering when arrival rate via switch exceeds output line speed

= queueing (delay) and loss due to output port buffer overflow!

Network layer: 4- 31



How Much Buffering?

= RFC 3439 rule of thumb: average buffering equal to “typical” RTT
(say 250 msec) timeslink capacity C

« e.9.,C=10Gbpslink: 2.5 Gbit buffer
= more recentrecommendation: with NV flows, buffering equal to

RTTgC
IN
= buttoo much buffering canincrease delays (particularly in home routers)

* longRTTs: poor performance forreal-time apps, sluggish TCP
response

 recall delay-based congestion control: “keep bottleneck link just full
enough (busy) but no fuller”

Network layer: 4-32



Buffer Management

buffer management:

datagram _ = drop: which packet to add, drop
switch buffer link
fabric| || I"""" | tayer || ine R when buffers are full
protocol ["termination ] . : _ .
queuseing | | (send) tail drop: drop arriving packet
scheduling e priority: drop/remove on
priority basis

— packet = marking: which packetsto mark
packet departures to signal congestion (ECN, RED)

arrivals  queue T
(waiting area) (server)

Network layer: 4-33



Packet Scheduling: FCFS

" packetscheduling: decidingwhich « FCFS: packets transmitted in order
packet to send next onlink of arrival to output port

» firstcome, first served » also known as: First-in-first-out
* priority (FIFO)

« roundrobin » realworld examples?

« weighted fairqueueing

Abstraction: queue
—, packet
packet departures

arrivals queue link
(waiting area) (server)

Network layer: 4-34



Scheduling Policies: Priority

Priority scheduling: high priority queue
L . . o
= arriving traffic classified, queued by arrivals
class —
' —
- any headerfields canbeusedfor classify link  departures
classification low priority queue

= send packet from highest priority
queue that has buffered packets

« FCFS within priority class

Network layer: 4 -35



Scheduling Policies: Round Robin

Round Robin (RR) scheduling:
= arriving traffic classified,
queued by class

« any headerfieldscanbe
used for classification

= servercyclically, repeatedly —3
scans class queues, sending T
one complete packet from Srrivals

each class (if available) in turn

Network layer: 4-36



Scheduling Policies: Weighted Fair Queueing

Weighted Fair Queuing WFQ):
= generalized Round Robin
= eachclass, /,hasweight, w,,

and gets weighted amount
of serviceineachcycle:

w

i

W,
j

= minimum bandwidth
guarantee (per-traffic-class)

classify
arrivals

Network layer: 4-37



Network Layer: “Data plane” Roadmap zofe¢)

= Network layer: overview
« dataplane
« control plane

= What'sinside arouter
* input/output ports, switching
« pbuffermanagement

« scheduling = Generalized Forwarding
= |P: the Internet Protocol * Match+action

- datagramformat, addressing * OpenFlow

« network address translation (NAT) - Middleboxes

e |[Pvé = Internet architecture

Network layer: 4-38



Network Layer: Internet

host, router network layer functions:

network
layer

transport layer: TCP, UDP

Path-selection
algorithms:

—

IP protocol

e datagram format

i . * addressing
implemented in forvardin e packet handling conventions
* routing protocols 8
(OSPF, BGP) _ table ICMP protocol
e SDN controller e error reporting
e router “signaling”
link layer

physical layer

Network layer: 4-39



IP Datagram Format

« 32 bits >
IP protocol version number —~ head. type of total datagram ~§
header length(bytes) —— [service length  —— length (bytes)
“type” of service:=| 16-bit identifier —flgs f%‘ fragmentation/
= diffserv (0:5) . = offset reassembly
- ECN (6:7) time to | upper header
: _live _{~ layer T header checksum

TTL: remaining max hops

— 32-bit source IP address
(decremented at each router)

Maximum length: 64K bytes

source |IP address

upper layer protocol (e.g., TCP or UDP)/ dastination I Addrezs | Typically: 1500 bytes or less
options (if an ——— e.qg., timestamp, record
— overhead ° Lo ro?Jte taken g

= 20 bytes of TCP payload data

= 20 bytes of IP (variable length,

» =40 bytes + app typically a TCP
layer overhead for or UDP segment)
TCP+HP

Network layer: 4-40



Header fields

[P header checksum (16-bit)
— TCP/IP-style checksum

— cover IP header (and option) only
* Protocol ID (8-bit)
— TCP(6), UDP(17); letc/protocols

o TT]

— C

_: time-to-live (8-bit)

ecrement by each router

— C

lrop 1f TTL=0



Header tield: more

Total length (16-bit)

— byte counter

IHL: IP header length (4-bit)

— 4-byte counter

Identification (16-bit)
Fragment offset (13-bit)

— 8-byte offset
— DF: don’t fragment; MF: more fragment(s)




Fragment and reassemble

[P packet length
— 216-1 bytes

length | ID
=4000 | =x

fragflag |offset _I
-0 -0

One large datagram becomes
several smaller datagrams

MTU: maximum transmission unit

— Ethernet: 1500 bytes

Fragment
— when total length > M

Reassemble

— only at destination

PMTU discovery

length | ID |fragflag [offset

=1500 |=x =1 =0

length | ID |fragflag [offset

1500 [=x | =1 | =185

length | ID |fragflag [offset

=1040(=x| =0 =370

S




IP Addressing: Introduction gof2)

» [P address: 32-bitidentifier
associated witheachhostor

routerinterface

» interface: connection between
host/router and physical link

« router’stypically have multiple

interfaces

« hosttypically hasone ortwo

interfaces(e.g., wired

Ethernet, wireless 802.11)

223111

b

223 451

\\,’
e 29371 4 223 fui®
N/ %
- 223.1.3.27 T
593.9.1.3 L — i
7 e B e

|
'|223.1.3.1 - ‘223.1‘3.2

dotted-decimal IP address notation:
223.1.1.1 = 11011111 00000001 00000001 00000001
| ] ] 1 ]

223 1 1 1

Network layer: 4-44



IP Addressing: Introduction @of2)

Q: how are interfaces actually
connected?

A:we’lllearn about thatin
chapters 6,7/

Fornow: don’t needtoworry
about how oneinterfaceis
connectedto another (withno
iIntervening router)

223111

N 223.1.2.1 H

- q__
e — 223.1.1.4 223.14:2.9

A: wired
Ethernet interfaces
connected by
Ethernet switches

e 223.1.3.27 T
223.1.1.3 L :
I 203122
| 223.1.3.1 | 223.1.3.2

A: wireless WiFi interfaces
connected by WiFi base station

Network layer: 4-45



IP address

- 32 Bits
R SRR N Y NI S B A BN O R A RN N
0| Network Host

10 Network Host

110 Network Host

1110 Multicast address

1111 Reserved for future use

Range of host
addresses

1.0.0.0 to
127.255.255.255

128.0.0.0 to
191.255.255.255

192.0.0.0 to
223.255.255.255

224.0.0.0 to
239.255.255.255

240.0.0.0to
255.255.255.255

46



IP address: more

 Problem with “address classes”
— too big a Class A network

— too (many) small Class C networks

47



IP Addressing: CIDR

= CIDR: Classless InterDomain Routing (pronounced “cider”)
« subnet portion of address of arbitrary length

or

« addressformat: a.b.c.d/x, wherexis # bitsin subnet portion of address

g

<

subnet
part

> <«

11001000 00010111 00010000 00000000
200.23.16.0/23

|IIIIIII|IIIIIII|IIIIIII|IIIIIII

Subnet

10

Network

Subnet

Host

mask

1111111111111 1111111110000000000

Network layer: 4-48



Subnets gof3)

* What’s asubnet ?

« deviceinterfacesthatcan
physically reach each other
without passing through an
Interveningrouter

» |P addresses have structure:;

» subnet part: devicesinsame
subnethave common high
orderbits

* host part: remaining low order
bits

2 VH
Wz 223 A 1
>

223.1.1.2 N
e D 4 ; 223 fufal
22’/31 by 223.1.3.27
o 29341227

223131 | 223.1.3.2

£ ¢

network consisting of 3 subnets

Network layer: 4-49



Subnets of3)

Recipe for defining subnets:

» detach eachinterface from
its host orrouter, creating
“islands” of isolated
networks

= eachisolated network s
called asubnet

subnet 223.1.1.0/24
subnet 223.1.2.0/24

223.1.1.1
"&;—‘ 223.1.2._1b
, -

e BN 4 223.1:2:9

gL T x
o 223.1.3.27 __b
293.1.1.3 —s

WIN22 Y

Subnet
223.1.3.0/24 223131 | 223132

subnet mask: /24 (high-order 24 bits:
subnet part of IP address)

Network layer: 4-50



Subnets Gor3)

= where are the
subnets?

= what are the
/24 subnet
addresses?

g ,,g q subnet 223.1.1/24

subnet 223.1.7/24
subnet 223.1.9/24

223,181 223.1.7.1

223:1:8:d0223:1:8:0

223.1.2.6 subnet 223.1.8/24 223.1.3.27
sy, = 4 L sutner 22815724
223121 1223.1.2.2 223 1
q q 2] |223.1.3.2
- = «g =l

Network layer: 4-5]



UVic’s IP space

 UVicNet
— Class B: 142.104.0.0/16

* UVic EngNet
— network address: 142.104.96.0

— network mask: 255.255.224.0
° 142.104.96.0/19

— subnet test
* net add & net mask ?=host add & net mask
* host A add & net mask ?=host B add & net mask

52



IP Addresses: How to Get One? nor2)

That’s actually two questions:

1. Q:HowdoesahostgetIP addresswithinits network (host part of
address)?

2. Q:Howdoes anetwork get IP address foritself (network part of address)
How does host get IP address?

» hard-coded by sysadminin configfile (e.qg., /etc/rc.configin UNIX)

= DHCP: Dynamic Host Configuration Protocol: dynamically getaddress
from as server

* "plug-and-play”

Network layer: 4-53



DHCP: Dynamic Host Configuration Protocol

goal: host dynamically obtains IP address from network server when it “joins”
network

= canrenewitslease onaddressinuse

= allowsreuse of addresses (only hold address while connected/on)
= supportformobile users who join/leave network

DHCP overview:

= hostbroadcasts DHCP discover msg [optional]

= DHCP serverresponds with DHCP offer msg [optional]

= hostrequests|P address: DHCP request msg
= DHCP server sends address: DHCP ack msg

Network layer: 4-54



DHCP Client-Server Scenario o2

Typically, DHCP serverwillbe co-locatedinrouter,
serving all subnetstowhichrouteris attached

DHCP server
223.1.1.1
5 / 253.1.2.1
= B
- 223125 —%
223.1.1.2 | ‘/
B 22314 223.1.2.9 ‘
N/
e \ o 3
223.1.1.3 223.1.3.27 _?y arriving DHCP client needs
223.1.2.2 address in this network

Network layer: 4-55



DHCP Client-Server Scenario o2

DHCP server: 223.1.2.5

DHCP discover

Arriving client

Broadcast: is there a
DHCP server out there?

=2

\

4/D’H;P offer

Broadcast: I'm a DHCP
server! Here's an IP
address you can use

The two steps above can

DHCP request

Broadcast: OK.
like to use this IP address!

I would e

DHCP ACK

\

Broadcast: OK. You've
got that IP address!

be skipped “if a client
remembers and wishes to
reuse a previously

allocated network address”
[RFC 2131]

Network layer: 4-56



DHCP: More than IP Addresses

= DHCP canreturnmore thanjust allocated |P address on subnet:
= address of first-hop router for client
= name and|P address of DNS sever
= network mask (indicating network versus host portion of address)

Network layer: 4-57



DHCP: Example qof2)

UDP
IP
HEEEcEeE]l| Eth V router with DHCP
Phy server built into
router

Connecting laptop willuse DHCP to
get|P address, address of first-hop
router, address of DNS server.

DHCP REQUEST message
encapsulatedin UDP, encapsulatedin
IP, encapsulated in Ethernet

Ethernet frame broadcast (dest: FFFF
FFFFFFFF) on LAN, received at router

running DHCP server

Ethernetde-mux’edto IP de-mux’ed,
UDP de-mux’edto DHCP

Network layer: 4-58



DHCP: Example zof2)

[ [ ICIorce

~ routerwith DHCP
server built into

router

= DCP serverformulates DHCP ACK

containing client’s IP address, IP
address of first-hop router for
client,name & IP address of DNS
server

encapsulated DHCP serverreply
forwarded to client, de-muxing up
to DHCP atclient

clientnow knows its IP address,
name and IP address of DNS
server, [P address of its first-hop
router

Network layer: 4-59



IP Addresses: How to Get One? 2of2)

&.how does network get subnet part of IP address?

A:gets allocated portion of its providerISP’s address space

ISP's block 11001000 00010 00010000 00000000 200.23.16.0/20

ISP canthen allocate out its address space in 8 blocks:

OrganizationO | 11001000 00010111 00010000 00000000 200.23.16.0/23
Organization 11001000 00010 00010010 00000000 200.23.18.0/23
Organization2 | 11001000 00010 00010100 00000000 200.235.20.0/23

Organization/7 | 11001000 00010111 O00MNMO 00000000 200.23.30.0/23

Network layer: 4-60



Hierarchical Addressing: Route Aggregation

hierarchical addressing allows efficient advertisement of routing
information:

Organization 0

200.23.16.0/23

Organization 1 \ “Send hi
end me anything
200.23.18.0/23 with addresses

Organization 2 T beginning
200.23.20.0/23 . Fly-By-Night-ISP %
. ) Internet
Organization 7 | /
200.23.30.0/23 /
ISPsiRils “Send me anything
__— with addresses
beginning
/ 199.31.0.0/16”

Network layer: 4 - 61



Hierarchical Addressing: More Specific
Routes gof2)

= Organization 1 moves from Fly-By-Night-ISP to ISPs-R-Us

= |[SPs-R-Us now advertises a more specific route to Organization |

Organization 0
200.23.16.0/23

Organization 1 \ b y
200.23.18.0/23 end me anything

with addresses
Organization 2 beginning

200.23.20.0/23 Fly-By-Night-ISP w}

\
- ) Internet
Organization 7 | /

200.23.30.0/23 /

— ISPs-R-Us “Send me anything
_— with addresses
Organization 1 / beginning ”
/ 199.31.0.0/16
200.23.18.0/23

“or 200.23.18.0/23”
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Hierarchical Addressing: More Specific
Routes (2of2)
= Organization 1 moves from Fly-By-Night-ISP to ISPs-R-Us

= |[SPs-R-Us now advertises a more specific route to Organization

\ “Send me anything

Organization 0
200.23.16.0/23

with addresses
beginning

Fly-By-Night-ISP \2%)

1SPs-R-Us “Send me anything
with addresses
beginning
199.31.0.0/16”
“or 200.23.18.0/23"

Organization 2
200.23.20.0/23

Internet

Organization 7

200.23.30.0/23

/
Organization 1 /1
200.25.18.0/23 /
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IP Addressing: Last Words ...

& how does an ISP get block of addresses? Q. are there enough 32-bit IP

addresses?

A ICANN: Internet Corporation for
Assigned Names and Numbers = |CANN allocated lastchunk of IPv4

addressesto RRsin 2011
= NAT (next) helpsIPv4 address space

- allocates|P addresses, through 5 exhaustion
regional registries (RRs) (who may
then allocate to local registries) = IPv6 has128-bit address space
* manages DNSrootzone, including "Who the hell knew how much address
delegation of individual TLD( space we needed?" Vint Cerf (reflecting
, ..) Management ondecision to make IPv4 address 32 bits

long)
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Network Layer: “Data Plane” Roadmap ot

= Network layer: overview
« dataplane
« control plane

= What'sinside arouter
* input/output ports, switching
« pbuffermanagement

« scheduling = Generalized Forwarding
= |P: the Internet Protocol * Match+action

- datagramformat, addressing * OpenFlow

« network address translation (NAT) - Middleboxes

e |[Pvé = Internet architecture
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NAT: Network Address Translation qgoss)

NAT: all devices inlocal network share just one IPv4 address as faras outside
worldis concerned

rest of p local network (e.g., home
Internet network) 10.0.0/24

v

' \
10.0.0.1

138.76.29.7 10.0.0.4 <

/ l @1/ 10-0-&

all datagrams leaving local network have datagrams with source or destination in
same source NAT IP address: 138.76.29.7, this network have 10.0.0/24 address for
but different source port numbers source, destination (as usual)

\

\‘
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NAT: Network Address Translation ofs)

= alldevicesinlocal network have 32-bit addressesin a “private” IP address space
(10/8,172.16/12,192.168/16 prefixes) that can only be usedinlocal network

= advantages:
= justone IP address needed from provider ISP forall devices
= canchange addresses of hostinlocal network without notifying outside world
= canchange ISP without changing addresses of devicesinlocal network

= security: devicesinside local net not directly addressable, visible by outside
world
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NAT: Network Address Translation zorfs)

implementation: NAT router must (transparently):
= outgoingdatagrams: replace (source IP address, port #) of every
outgoingdatagramto (NAT IP address, new port #)

« remote clients/servers will respond using (NAT IP address, new port
#) as destination address

= remember (in NAT translation table) every (source IP address, port #) to
(NAT IP address, new port #) translation pair

» incoming datagrams: replace (NAT IP address, new port #) in
destination fields of every incoming datagram with corresponding
(source IP address, port #) stored in NAT table
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NAT: Network Address Translation @ofs)

2: NAT router changes

datagram source address

from 10.0.0.1, 3345 to
138.76.29.7, 5001,
updates table

O

NAT translation table

WAN side addr

LAN side addr

138.76.29.7, S001

10.0.0.1, 3345

Sz 138.76.29.7, 5001
D:128.119.40.186, 80

-

138.76.29.7T

! $:128.119.40.186, 80
;. D:138.76.29.7, 5001

_@_,

3: reply arrives, destination
address: 138.76.29.7, 5001

/

!

,j
! s

.

1: host 10.0.0.1 sends
datagram to
128.119.40.186, 80

‘ S:10.0.0.1, 3345

110.0.0.4

D: 128.119.40.186, 80 ,::| |
; — 10.0.0.1

g"

/l
" 5:128.119.40.186, 80
| D:10.0.0.1, 3345

125

U
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NAT: Network Address Translation ofs)

= NAT has been controversial:
 routers “should” only process up to layer 3
« address “shortage” shouldbe solved by IPvé
 violatesend-to-end argument (port # manipulation by network-layer

device)
« NAT traversal: whatif client wantsto connect to server behind NAT?

= but NAT is here to stay:
« extensively usedinhome andinstitutionalnets, 4G/5G cellular nets
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IPv6: Motivation

= initial motivation: 32-bit IPv4 address space would be completely
allocated

= additional motivation:
« speed processing/forwarding: 40-byte fixed length header
- enable different network-layertreatment of “flows”
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IPv6 Datagram Format

= . . 32 bits
priority: identify _
priority among ver | pn flow label —
datagrams in flow payload len next hdr hop limit
source address
128-bit// (128 bits)
IPv6 addresses\\ destination address
(128 bits)
payload (data)

What’s missing (compared with IPv4):

= no checksum (to speed processing atrouters)

= no fragmentation/reassembly

flow label: identify
datagrams in same
"flow.” (concept of
“flow” not well defined).

= no options (available as upper-layer, next-header protocol at router)
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Transition FromIPv4 to IPvé

= not allrouters can be upgraded simultaneously
* no “flag days”
* how willnetwork operate with mixed IPv4 and IPvé6 routers?

= tunneling: IPv6 datagram carried as payloadin IPv4 datagram among IPv4
routers ("packet withina packet”)

« tunneling used extensivelyin othercontexts (4G/5G)

IPv4 header fields IPv6 header fields Biod rasioad
IPv4 squrce, dest addr IPv6 source dest addr Pey
0 L | \ \
il |

«—|Pv6 datagram ———

IPv4 datagram
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Tunneling and Encapsulation aof2)

: A B Ethernet connects two
Ethernet connectin g ~~— = IPv6 routers - : 8

two IPv6 routers: IPV6 IPV6 IPV6 PV

‘ IPv6 datagram

Link-layer frame  The ysual: datagram as payload in link-layer frame

IPv4 network A B = E E
connecting two = =< == = ==

IPv6 routers IPv6 IPv6/v4 M\) IPv6/v4 IPv6

IPv4 network
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Tunneling and Encapsulation 2of2)

) Ethernet connects two
Ethernet connecting ‘ A B | IPV6 routers = -

two IPv6 routers: IPV6 IPV6 IPV6 IPv6

IPv6 datagram

Link-layer frame  The ysual: datagram as payload in link-layer frame

IPv4 tunnel A B IPv4 tunnel E F
: connecting IPv6 routers
connecting two == == == ==
IPv6 routers IPv6  IPv6ivd ‘ > IPv6/v4  IPV6
M IPv6 datagram
IPv4 datagram tunneling: IPv6 datagram as payload in a IPv4 datagram
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Tunneling

IPv4 tunnel E F
. . ] connecting IPv6 routers
logical view: == =<
IPv6/v4 IPv6
C D E F
physical view: =, = y>=_><
IPv4 IPv4 IPv6/v4 IPv6

Note source and

destination
addresses!
A-to-B: f f E-to-F:
IPV6 B-to-C: B-to-C: B-to-C: I-P?/_6 '
IPv6 inside |IPV6 inside |Pv6 inside
IPv4 IPv4 IPv4
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IPvé: Adoption aof2

= Google' ~40% of clients access servicesviaIPvé (2023)

= NIST: 1/3 ofallUS government domains are IPvé capable

IPv6 Adoption
We are continuously measuring the availability of IPv6 connectivity among Google users. The graph shows the percentage of users that access Google over IPv6.
Native: 0.04% 6tod/Teredo: 0.09% | Sep 4, 2008

45.00%
40.00%
35.00%
30.00%
25.00%
20.00%

15.00%

10.00%

5.00%

0, =
0.00% 2010 2020
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IPvé: Adoption of2)
= Google':~40% of clients access services via IPv6(2023)

= NIST: 1/ 3 ofallUS government domains are IPvé capable

= Long (long!)time for deployment, use
« 25years and counting!

 think of application-level changesinlast 25 years: WWW, social media,
streaming media, gaming, telepresence, ...

« Why?

Network layer: 4-78
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